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ABSTRACT

With the ever changing and increasingly sophisticated cyber threats, the old security
mechanisms are no longer effective in securing networks and sensitive data. Machine learning
(ML) and artificial intelligence (Al) approaches provide potent means to improve cyber
security as they allow detecting and responding to threats more effectively and efficiently. This
paper discusses how Artificial Intelligence (Al) can be used in cybersecurity and fraud
detection, particularly, threat mitigation and secure data analysis. The hybrid model makes use
of CNN to identify spatial patterns and RNN to identify temporal sequences such that real-time
anomalous activities can be detected. The results of the performance assessment based on
accuracy, precision, recall and F1-score prove the effectiveness and stability of the suggested
system, with the high detection accuracy and low number of false positives. Cybersecurity
systems that operate on Al play a crucial role in improving the detection of threats, shortening

the response time, and increasing flexibility to new attack patterns.
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I.  INTRODUCTION

Cybersecurity is becoming a major focus for many different types of businesses due to the
increasing number and sophistication of cyber-attacks in the modern digital world. Once
reliable in protecting networks and data, traditional security technologies are struggling to
detect and counteract increasingly complex intrusions. Advanced persistent threats (APTSs) are
able to elude traditional security measures, and the variety of cyber dangers has grown
exponentially. These include phishing, ransomware, distributed denial-of-service (DDoS)
assaults, and many more. Conventional methods of detection and mitigation, which frequently
depend on static regulations and human supervision, have shown their inadequacies in the face
of these dangers' fast development. As a result, efficient, adaptable, and scalable solutions are

critically needed to deal with the magnitude and complexity of contemporary cyber threats.

There is encouraging evidence that artificial intelligence (Al), and more specifically ML and
DL methods, can improve cybersecurity. Proactive threat detection systems driven by Al can
learn from massive datasets, uncover hidden patterns, and spot abnormalities as they happen.
Even little lags in detection can cause major breaches, monetary losses, and harm to reputation,
therefore the capacity to quickly and accurately identify threats is crucial. Al can automate
reactions to possible threats by processing and analysing large amounts of data, which greatly
improves detection accuracy and response speed. One example is the integration of Al models
into NIDS. These systems can analyze network traffic in real-time and identify possible threats
while minimizing false positives, an issue that has long plagued older systems. Artificial
intelligence (Al) has made significant strides in cybersecurity by helping to reduce cyber risks
via predicting attack routes and modifying defensive methods appropriately. Cybersecurity
systems may now identify dangers that were previously undetected thanks to techniques like
Generative Adversarial Networks (GANSs), which simulate attack patterns. To build adaptive
systems that can learn from simulated attacks and improve defensive postures over time,
researchers have looked into reinforcement learning models in addition to GANs. Because Al
is inherently flexible, systems may adapt over time, countering both known and undiscovered
forms of assault. In the fight against advanced persistent threats (APTs) and polymorphic
malware (malware that modifies its code to avoid detection), this capacity to adapt is very

important.

Solutions powered by artificial intelligence are quickly becoming essential in the face of

Impact Factor: 2.012
921



JRLA, 2(1), November 2025: 920-930 Online ISSN: 3048-667X

growing cyber threats that are interacting with new technologies like the Internet of Things
(1oT), 5G networks, autonomous cars, and Industry 5.0. For instance, the enormous amount of
coupled devices in 10T networks poses a serious risk owing to insufficient processing capacity
and the absence of security mechanisms that are often used. Al can be of assistance by way of
real-time monitoring systems that are both lightweight and able to identify harmful actions
across dispersed settings without putting a heavy burden on the resources of individual devices.
Similarly, due to the fact that autonomous cars are vulnerable to specific types of attacks, it is
crucial to implement cybersecurity measures driven by artificial intelligence (Al) in real time

to protect the vehicle's systems and the people riding in them.
Il. REVIEW OF LITERATURE

Adeyeye, Oladele et al., (2024) Secured Al-driven data analytics is quickly becoming an
essential tactic for improving cybersecurity measures in the face of ever-evolving cyber threats.
With a focus on anomaly detection, threat intelligence, and predictive analysis, this article
delves into the revolutionary role of Al-driven data analytics in cybersecurity. Organisations
may protect sensitive information via proactive threat identification and effective response
using Al. On the other hand, strong security measures are required for the data used in Al
analytics when these models are put into action. Data anonymisation, federated learning, and
compliance with data protection standards are all part of this conversation about how to keep
user data safe and private. Moreover, the essay provides case studies that show how
organisations have used secured Al-driven data analytics to detect and reduce cyber risks while
keeping users' trust and privacy requirements in mind. In the end, this essay hopes to shed light
on how cybersecurity frameworks might effectively include protected Al-driven data analytics,
drawing attention to the need to strike a balance between improved threat detection capabilities

and the necessity of safeguarding user privacy.

Islam, Tariqul et al., (2024) The use of artificial intelligence (Al) in the identification and
prevention of fraud as well as in financial risk management has elevated the fight against fraud
against organisations and the losses they suffer. Using examples from the banking, insurance,
and fintech industries, this article will explore how Al models may be used to identify fraud
and reduce financial risks. These days, Al makes fraud detection faster, more accurate, and
more successful with the use of data analysis, machine learning algorithms, and deep learning

approaches. Incorporating a success story and commercial consequences that have been seen
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sometimes, this article addresses the present state of Al models and their usage in business.
Data liberation and security, as well as full fairness control, are other significant topics covered
in the article when it comes to Al application administration. In this essay about Al for
businesses, we provide examples and statistics to demonstrate how companies have reduced
costs and increased safety by utilising Al. The purpose of this study is to provide a framework
for future research on the best ways for businesses to integrate artificial intelligence into their
fraud detection systems. This research contributes to what is already known about how Al is
changing the face of banking and security, and it shows how Al may shape the future of the

sector.

Nuthalapati, Suri Babu. (2023) Financial services are now more accessible and easy than ever
before because to the fast development of digital technologies, which has completely
transformed the banking sector. Financial institutions are vulnerable to fraud, data breaches,
and hostile assaults because of the cybersecurity risks brought forth by digital transformation.
This study suggests a cutting-edge Al-enhanced framework for the detection and mitigation of
cybersecurity risks in the context of online banking as a response to these difficulties. This
study presents a methodology for digital banking risk detection and mitigation that is enhanced
by artificial intelligence. As part of our solution, we have developed a web application that can
detect fraudulent credit card transactions and anticipate loan approval using machine learning
models. Our models reach 90% accuracy for fraud detection and 92% accuracy for loan
prediction using a Support Vector Machine (SVM) approach, respectively. In order to make
predictions in real time through the web interface, the system preprocesses datasets, divides
them into training and validation sets, and creates pickle files. The identification of threats may
be improved continuously with the use of an adaptable Class Incremental Learning Framework.
Protecting sensitive financial information and maintaining consumer confidence, this
architecture improves digital banking security through real-time monitoring and proactive

threat mitigation.

Kashyap, Gaurav. (2021) Conventional security measures are unable to cope with the rising
frequency, sophistication, and volume of cyberattacks due to the dynamic nature of the internet
and the evolution of cyber threats. A game-changer in cybersecurity, artificial intelligence (Al)
allows for the automated identification, evaluation, and mitigation of risks in real-time.
Anomaly detection, natural language processing (NLP), and machine learning (ML)

technologies allow Al to analyse large datasets, spot trends, and react to possible dangers more
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quickly and precisely than human analysts. With an emphasis on Al's uses in threat
identification and mitigation, this article investigates Al's place in contemporary cybersecurity.
This article takes a look at the ways in which artificial intelligence systems are being utilised
to fight cyber threats. These systems include endpoint protection technologies, security
information and event management platforms, and intrusion detection systems (IDS). Future
developments in Al-driven threat mitigation are discussed in the article, along with the
problems of applying Al in cybersecurity, such as adversarial assaults, the necessity for

constant training, and false positives.

Sunkara, Goutham. (2021) The conventional wisdom in the cybersecurity business is
crumbling under the weight of increasingly sophisticated cyber attacks, which are appearing
more often and with more unique characteristics. This paper explores the integration of Al into
cybersecurity systems, specifically focusing on machine learning as a technique for detecting
anomalies, malware, phishing, and advanced persistent threats. It also evaluates various Al
models, with the goal of improving threat detection efficiency. Al has the potential to learn

new attacks from large data sets, identify patterns, and adapt to new vectors.
I1l. RESEARCH METHODOLOGY

The goal of this research was to develop a model for improved cyber resilience through the use

of multi-layered threat detection.

Data Collection and Preprocessing

Strong data collecting and preprocessing is the first step in effective threat detection. This
includes collecting extensive data from system warnings, user behaviour logs, and network
logs. Prior to model training, the data is processed through cleaning, normalisation, and

transformation to guarantee its correctness, consistency, and integrity.

The normalised data, denoted as X', is defined as follows, and the raw data, X, is represented

by:

7 1)

where L is the mean, and o is the standard deviation [Eq. (1)]. This normalization centers the
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data, stabilizing ML training by providing a mean of zero and unit variance.

Feature Extraction and Model Training

To construct effective models, feature extraction is necessary for identifying and removing
irrelevant data points. Here, we employ Principal Component Analysis (PCA) to keep data
structure intact while reducing features to high-impact factors. Now, let's see how the PCA-

transformed data Y is represented if X' is the normalised dataset:
Y=W: X (2)

the eigenvectors of the matrix W are in accordance with the major components of the variable
X', as shown in Equation (2). By zeroing down on the most important characteristics, this

transformation enhances model training.

Training model: A combination of Convolutional Neural Networks (CNNs) and Recurrent
Neural Networks (RNNSs) is used by the threat detection model. While RNNs examine temporal
sequences, such behaviour over time, CNNs extract spatial features, which are critical for

discovering network intrusions.

Evaluation Metrics

To ensure a fair evaluation of the model's detection and reaction capabilities, we use F1-score,

recall, accuracy, and precision in our evaluations.

System Architecture

Data ingestion, threat detection, and response make up the three main levels of the system
architecture.

e Dataingestion layer: Aggregates raw data from sources like network and user logs.

e Threat detection layer: The data is processed using ML models, namely RNN for

temporal analysis and CNN for spatial analysis.

e Response layer: Performsactions in response to detection results, such as creating alerts

or locking down accounts.
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IV.  RESULTS AND DISCUSSION

The accurateness with which the model distinguishes between typical and out-of-the-ordinary
actions is shown in the confusion matrix in Figure 1, which also shows the counts of false

positives (FP), true negatives (TN), and true positives (TP).
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Figure 1: Confusion Matrix showcasing prediction accuracy across threat categories

The model's dependable threat identification is supported by the high levels of recall and

accuracy, as shown in Table I, which summarises the performance measures.

Table 1: Performance Metrics of the Threat Detection Model

Metric Accuracy Precision Recall F1-Score

Value 0.952 0.921 0.942 0.927

Training and Validation Performance

Strong convergence with little over-fitting is shown by the training and validation accuracy
throughout epochs, as shown in Fig. 2. Figure 3 shows that the model's training and validation

losses are stable, which further proves that it is resilient in real-world situations.
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Figure 2: Training and validation accuracy over epochs
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Figure 3: Training and validation loss over epochs

ROC Curve Analysis

In Figure 4, we can see the Receiver Operating Characteristic (ROC) curve, which evaluates
the model's classification performance across different threshold settings. An AUC value

around 1 indicates good discriminating capacity and durability.
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Figure 4: ROC curve and AUC score for classification performance
V. CONCLUSION

Artificial intelligence has brought about a sea change in cybersecurity by offering cutting-edge
ways to tackle contemporary cyber threats. For real-time threat detection, phishing prevention,
malware defence, and endpoint security, machine learning is a great fit with Al-powered
systems like IBM QRadar, Cylance, and Darktrace. The speed, precision, and flexibility of
these technologies have been greatly enhanced compared to more conventional approaches.
Cloud security and proactive threat intelligence systems' use of Al to decipher the digital
world's growing complexity is another proof of Al's significance. Cybersecurity solutions
based on artificial intelligence are attracting increasing investment and are getting better at
fending off sophisticated attacks; yet, there is still a significant need to address ethical concerns

and improve Al algorithms.
REFERENCES: -

[1] O. Adeyeye, I. Akanbi, I. Emeteveke, and O. Emehin, “Leveraging secured Al-driven
data analytics for cybersecurity: Safeguarding information and enhancing threat
detection,” International Journal of Research Publication and Reviews, vol. 5, no. 10,
pp. 3208-3223, 2024.

[2] T. Islam, S. A. M. Islam, A. Sarkar, A. Obaidur, R. Paul, and S. Bari, “Artificial

intelligence in fraud detection and financial risk mitigation: Future directions and

Impact Factor: 2.012
928



JRLA, 2(1), November 2025: 920-930 Online ISSN: 3048-667X

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

business applications,” International Journal for Multidisciplinary Research, vol. 6,
no. 5, pp. 1-23, 2024.

S. B. Nuthalapati, “Al-enhanced detection and mitigation of cybersecurity threats in
digital banking,” Educational Administration Theory and Practice, vol. 29, no. 1, pp.
357-368, 2023.

P. Gupta, A. Singh, and R. Kaur, “Al-based threat hunting and incident response in
cybersecurity,” International Journal of Information Security, vol. 29, no. 4, pp. 345—
359, 2021.

F. Khan, A. Zubair, and T. Umer, “Al-driven cloud security: Protecting the cloud
infrastructure,” Cloud Computing Research, vol. 12, no. 3, pp. 233-249, 2021.

G. Kashyap, “Al for threat detection and mitigation: Using Al to identify and respond
to cybersecurity threats in real-time,” International Journal of Scientific Research in
Engineering and Management (IJSREM), vol. 5, no. 11, pp. 1-5, 2021.

G. Sunkara, “Al powered threat detection in cybersecurity,” The International Journal

of Engineering & Information Technology (1JEIT), vol. 3, no. 1, pp. 1-22, 2021.

R. Baskerville and M. Siponen, “Integrating Al into cybersecurity: Real-time network
traffic analysis for anomaly detection,” Journal of Cybersecurity, vol. 16, no. 2, pp.
115-129, 2020.

L. Bilge, D. Balzarotti, and M. A. Kaafar, “Data-driven cybersecurity: Approaches and
challenges,” ACM Computing Surveys, vol. 52, no. 5, pp. 1-35, 2020.

M. Mariani, C. Rivera, and J. Jones, “Fraud detection using Al: A case study of
PayPal’s machine learning models,” Journal of Financial Technology, vol. 5, no. 1, pp.
58-72, 2020.

C. Pereira, E. Fernandes, and J. Rodrigues, “Al-powered endpoint protection: The role
of behavioral analysis in cybersecurity,” International Journal of Cybersecurity, vol. 8,
no. 3, pp. 201-214, 2020.

R. Mason, “Darktrace: How Al is transforming cybersecurity threat detection,” Journal

Impact Factor: 2.012

929



JRLA, 2(1), November 2025: 920-930 Online ISSN: 3048-667X

of Cyber Defense, vol. 3, no. 1, pp. 11-24, 2019.

Impact Factor: 2.012
930



